Rishant Shukla

DevOps & Cloud Engineer | 7018517052 | rishantshukla2002@gmail.com | LinkedIn | Portfolio

EXPERIENCE
ResourceDekho IT Services Pvt. Ltd. Dec 2025 — Present
DevOps Engineer Remote

Automated infrastructure provisioning and application deployments using Terraform, Ansible, and GitOps
practices, ensuring secure, consistent, and compliant environments.

Designed and deployed containerized microservices on Amazon ECS, boosting service isolation, scalability, and
deployment flexibility across environments.

Configured and sustained VPN solutions to enable secure remote access to cloud-hosted infrastructure and
applications, delivering encrypted communication and controlled access.

Led the migration of manually operated infrastructure to Terraform-based Infrastructure as Code, curbing
configuration drift and reinforcing deployment consistency.

Enforced GitOps-driven Kubernetes deployments using Argo CD's App-of-Apps architecture, centralizing
management and streamlining application synchronization across environments.

Administered and optimized Amazon EKS clusters, performing cluster upgrades, capacity planning, and security
hardening to safeguard high availability and reliability.

Oversaw compliance monitoring and standardized security controls using Sprinto, AWS GuardDuty, and WAF,
strengthening threat detection, audit readiness, and compliance tracking.

Established monitoring and alerting frameworks using Prometheus, Grafana, Loki, and Fluent Bit, advancing
observability, performance tracking, and incident response.

Architected and maintained Jenkins CI/CD pipelines to streamline application builds, testing, security scanning,
and deployments across Kubernetes environments.

Vavensoft Pvt. Ltd. May 2024 — Dec 2025
DevOps Engineer Mohali, India

Built, executed, and sustained CI/CD pipelines using GitHub Actions, Bitbucket Pipelines, GitLab CI/CD, Jenkins,
and AWS CodePipeline, trimming release time and lifting delivery efficiency.

Containerized applications using Docker and orchestrated workloads on Amazon EKS and ECS, ensuring scalable,
highly available, and fault-tolerant environments.

Managed hosting on Ubuntu servers, including web server configuration, database setup, system administration,
and security hardening.

Provisioned and monitored AWS services including ECR, S3, RDS, IAM, ACM, SNS, SES, CloudFront, and Load
Balancers to support secure, resilient production environments.

Enabled VPC peering and cross-account networking for secure connectivity between isolated environments,
lowering latency and simplifying inter-service communication.

Collaborated closely with development teams to simplify release workflows, sharpen delivery processes, and
guarantee reliable software rollouts.

Implemented monitoring and alerting solutions using Prometheus, Grafana, and AWS CloudWatch, enabling
proactive issue detection and stronger system reliability.

PROJECTS

AWS Multi-Account Organization Setup & SSO Implementation

Set up an AWS multi-account organization (Dev/UAT/Prod), improving isolation, governance, and cost visibility
by 40%.


https://rishant.vercel.app/
https://linkedin.com/in/rishantshukla

« Migrated core resources (RDS, S3, EC2) from the root account to organizational units (OUs) with zero downtime,
reducing operational risk by 60%.

* Rolled out SSO with Entra ID and IAM Identity Center, cutting manual access management by 80% and
strengthening RBAC security.
ShopfloorGPT Deployment using Kubernetes, Terraform, GitLab

» Deployed ShopfloorGPT on AKS using Terraform, making infrastructure fully reproducible and reducing setup
time by 70%.

« Engineered GitLab CI/CD pipelines for automated builds and deployments, cutting manual release effort by 80%.

+ Optimized and maintained the AKS cluster, improving performance and lowering compute costs by 30%.

Kubeadm to Kubespray Migration

« Transitioned an existing kubeadm-based Kubernetes cluster to Kubespray, enhancing reliability, scalability, and
lifecycle management.

« Replaced manual shell-script workflows with Ansible-based automation, shrinking configuration effort by 70%
and minimizing human error.

* Modularized the entire deployment codebase, making it reusable, consistent, and easier to manage across multiple
clusters.

TECHNICAL SKILLS

« Operating Systems: Linux (CentOS, Ubuntu, RHEL) — user, process, file, and disk management

+ Cloud & Infrastructure: AWS (EC2, EKS, ECS, VPC, IAM, RDS, S3, CloudFront, ECR), Microsoft Azure,
Google Cloud, Terraform

* DevOps & Automation: CI/CD, Jenkins, GitHub Actions, GitLab CI/CD, Bitbucket Pipelines, Ansible, Argo CD,
GitOps

+ Containers & Orchestration: Docker, Kubernetes, Helm

+ Monitoring & Observability: Prometheus, Grafana, Loki, Fluent Bit, AWS CloudWatch
+ Compliance & Security Automation: Sprinto, VPNs, IAM, security hardening

+ Programming, Scripting & Version Control: Python, Bash, PowerShell, Git, GitHub

* Networking & Security: TCP/IP, DNS, DHCP, subnetting, VPNs, load balancers

« Databases: SQL, NoSQL

CERTIFICATIONS

 Linux — RHCSA, Red Hat

« Microsoft Certified: Azure Fundamentals
» GitHub Foundations, GitHub

« Python for Data Science, IBM

 SQL, Coursera
 DevOps Foundations: CI/CD, LinkedIn

EDUCATION

Chandigarh University 2022 - 2024
MCA - Cloud Computing & DevOps | CGPA: 7.70

Himachal Pradesh University 2019 - 2022
BCA | CGPA: 8.50


https://www.credly.com/badges/a978393e-c9ad-4e17-a5c0-4e0b625972fd/public_url
https://www.linkedin.com/learning/certificates/a46c13b7b4c033045e80c8cc4d7b17be2e9db8e1becfa77ae463bf64908e336e?trk=share_certificate
https://www.coursera.org/account/accomplishments/certificate/VPUQ7YVU3PWG
https://www.credly.com/badges/478527e6-a5ce-4869-9207-7f3e3ed21841/public_url
https://www.credly.com/badges/9611c7c5-9a32-44f1-b6ed-f4ddeb1d3901/public_url
https://learn.microsoft.com/api/credentials/share/en-us/RishantShukla-2249/2C0C53A617605795?sharingId=85BB5DC558303E07

